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  Abstract 

 
 The COVID-19 pandemic dramatically transformed the operational 

landscapes of organizations worldwide, particularly concerning Information 

Technology (IT) governance. This paper critically examines the profound 

effects and varied applications of IT governance during this period, 

emphasizing the challenges introduced by widespread remote work, 

escalating cybersecurity threats, and evolving compliance demands. By 

conducting an extensive qualitative review of contemporary literature, this 

study identifies critical gaps, and the adaptive strategies employed in IT 

governance during the pandemic. The findings offer valuable insights and 

practical recommendations for IT firms, especially startups, aiming to 

develop resilient and compliant IT governance frameworks capable of 

withstanding future global disruptions. 
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1. Introduction 

The COVID-19 pandemic has precipitated an unprecedented shift in the business 

world, compelling organizations to re-evaluate their operational strategies, particularly in 

IT governance. As remote work became the norm, the importance of robust IT governance 

frameworks grew exponentially. These frameworks, essential for ensuring that IT supports 

and aligns with organizational objectives, also play a crucial role in managing risks and 

maintaining regulatory compliance. However, the rapid transition to remote work revealed 

significant vulnerabilities in existing IT governance systems, exposing organizations to 

new security, compliance, and risk management challenges. This research paper explores 

the implications and implementations of IT governance throughout the pandemic, focusing 

on how organizations have navigated the challenges posed by remote working, heightened 

cybersecurity risks, and evolving compliance obligations. The study aims to provide 

insights and actionable recommendations for startup IT firms to develop strong IT 

governance structures capable of enduring future crises. 

 

2. Literature Review 

The pandemic has sparked a surge in literature addressing the intersection of IT 

governance and crisis management. A focal point of this research is the increased risk of 

cyberattacks targeting the dispersed workforce. Duong, Bello, & Maurushat (2022) 
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highlight the alarming rise in ransomware attacks, underscoring the urgent need for 

enhanced cybersecurity measures within IT governance frameworks. This is corroborated 

by Hakak et al. (2020), who conducted a comprehensive survey on cyber incidents related 

to COVID-19, categorizing threats and suggesting mitigation strategies that should be 

integrated into IT governance. Another significant challenge identified in the literature is 

maintaining compliance in a rapidly changing regulatory landscape. Silva and Santos 

(2023) delve into the difficulties organizations faced in ensuring compliance with 

regulatory standards amid decentralized IT infrastructures. They argue that many existing 

governance frameworks were ill-equipped to handle the rapid shift to remote work, 

necessitating revised policies and practices. 

The literature also emphasizes the importance of adaptability in IT governance. 

Zimmermann and Jung (2023) and Frick and Winkler (2023) propose the adoption of 

adaptive IT governance frameworks that can swiftly respond to external shocks. These 

frameworks prioritize continuous risk assessment, agile decision-making, and regular 

updates to IT policies, which are crucial for maintaining organizational resilience during 

crises. Aksoy and Temizer (2022) expand on these themes, exploring the specific 

challenges and opportunities presented by IT governance in Turkey during the pandemic. 

They emphasize the role of digital transformation in enhancing governance structures and 

suggest that the pandemic has accelerated the adoption of digital tools, which can improve 

IT governance if properly integrated. Bhattacharya and Khasnabish (2023) provide a case 

study from India, offering insights into how pandemic-driven changes have reshaped IT 

governance in Indian enterprises. Their study highlights the necessity of revising 

governance structures to accommodate new working conditions and the increased reliance 

on digital technologies. The literature collectively suggests that the pandemic has acted as 

a catalyst for significant, and potentially lasting, changes in IT governance practices 

worldwide. 

 

3. Research Methodology 

This study employs a qualitative research methodology, grounded in a 

comprehensive review of recent literature published between 2019 and 2023 on IT 

governance during the COVID-19 pandemic. The focus on this timeframe ensures that the 

analysis reflects the most current perspectives in the field. The study is structured around 

key research questions designed to explore the security, compliance, and governance issues 

faced during the pandemic; the challenges associated with remote work; the IT exceptions 

necessitated by pandemic conditions; and the IT risk management strategies that can 

enhance organizational operations. The aim is to provide a deep understanding of the 

challenges and best practices in IT governance during the pandemic, with a particular focus 

on offering practical guidelines for startup organizations. 

 

4. Research Findings 

4.1. Increased Security Risks 

The literature indicates a significant rise in security risks during the pandemic, primarily 

due to the widespread shift to remote work. Hakak et al. (2020) report a marked increase in 

cyber incidents targeting remote employees, with phishing, ransomware, and other forms 

of cyberattacks becoming more prevalent. These findings highlight the need for 

organizations to embed robust cybersecurity measures within their IT governance 

frameworks, focusing on advanced threat detection, employee training, and secure remote 

access protocols. Duong et al. (2022) discuss the specific risks associated with remote 

work, such as the use of personal devices that often lack essential security measures. This 

has introduced significant governance challenges, as organizations must ensure that these 
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personal devices adhere to the same security standards as corporate equipment. Perwej et 

al. (2021) further underscore the importance of continuous monitoring and updating of IT 

governance structures to address these evolving security challenges. 

4.2. Compliance Challenges in Remote Work 

Compliance emerged as a major challenge as organizations struggled to adjust their IT 

governance frameworks to accommodate the shift to remote work. Silva and Santos (2023) 

emphasize the importance of updating compliance policies to reflect the decentralized 

nature of remote work environments. This involves ensuring adherence to data protection 

regulations such as the GDPR and equipping employees with the necessary tools and 

knowledge to maintain compliance while working remotely. Aksoy and Temizer (2022) 

highlight the difficulties organizations faced in managing IT resources for remote work, 

including the allocation of resources, managing cloud services, and integrating new tools 

and technologies to facilitate remote operations. These challenges necessitated a 

reassessment of existing IT governance structures to ensure they could support the new 

working conditions. 

4.3 Adaptive Governance Frameworks 

The pandemic has underscored the need for flexible and adaptive IT governance 

frameworks. Zimmermann and Jung (2023) advocate for governance models that include 

regular risk assessments, agile decision-making processes, and frequent updates to IT 

policies. These adaptive frameworks aim to enhance organizational resilience, enabling 

businesses to respond swiftly to new challenges and threats. Frick and Winkler (2023) 

propose that organizations embed risk management into their overall governance structure 

to ensure that IT risks are considered in strategic decision-making. This approach not only 

strengthens IT governance but also aligns it more closely with broader organizational 

goals. 

4.4 IT Governance and Crisis Management 

The role of IT governance in crisis management has gained significant attention in the 

wake of the pandemic. Hazaa et al. (2021) provides a systematic review of crisis 

management factors, highlighting the critical role of IT governance in maintaining business 

continuity during crises. They argue that organizations with robust IT governance 

frameworks were better equipped to handle the challenges posed by the pandemic. 

Leuprecht et al. (2023) emphasize the importance of collaboration and communication in 

IT governance, particularly during crises. They suggest that organizations can benefit from 

sharing information and best practices with industry peers, which can help bolster their IT 

governance frameworks and enhance their ability to respond to emerging threats. 

 

5. Compliance, Governance Challenges with Remote Work 

The abrupt shift to remote work during the pandemic presented considerable 

challenges for IT governance, particularly in the areas of compliance and security. As 

employees transitioned from traditional office environments to remote work settings, 

organizations faced significant challenges in managing data protection, access controls, 

and the overall remote IT infrastructure.ISACA (2021) reports that many organizations 

were not adequately prepared for this shift, leading to governance and compliance gaps. 

Maintaining regulatory compliance in remote work environments proved to be a significant 

challenge. Silva and Santos (2023) explore how businesses had to quickly modify their IT 

governance frameworks to address the increased risks associated with remote work. This 

included updating data protection policies, securing communication channels, and 

effectively managing remote access to corporate networks.Governance challenges also 

extended to the management of IT resources. Aksoy and Temizer (2022) note that 

organizations had to address issues such as allocating IT resources for remote work, 



 ISSN: 2249-0558Impact Factor: 7.119  

 

36 International journal of Management, IT and Engineering 

http://www.ijmra.us, Email: editorijmie@gmail.com 

 

managing cloud services, and integrating new tools and technologies to facilitate remote 

operations. These challenges necessitated a thorough reassessment of existing IT 

governance structures to ensure they could accommodate the new working conditions. 

6. Security, Compliance & Governance Issues during the Pandemic 

The COVID-19 pandemic exacerbated existing security and compliance issues 

while introducing new challenges that required immediate attention. Hakak et al. (2020) 

emphasize that the rapid transition to digital operations and remote work created a fertile 

ground for cyber threats, leaving many organizations struggling to protect their IT 

infrastructure from increasingly sophisticated attacks.Duong et al. (2022) discuss the 

specific risks associated with remote work, such as the increased use of personal devices 

for business purposes, which often lack essential security measures. This introduced 

significant governance challenges as organizations needed to ensure that these personal 

devices met the same security standards as company-owned equipment. Compliance with 

data protection regulations, such as GDPR, became more complex, requiring organizations 

to monitor and regulate data flow across various networks and devices.Zimmermann and 

Jung (2023) argue that the pandemic has underscored the necessity for flexible IT 

governance models that can adapt to changing conditions, such as the increased reliance on 

cloud services and third-party providers during the pandemic. These models should 

incorporate regular risk assessments, the adoption of security best practices, and the 

development of incident response strategies to mitigate the impact of security breaches. 

7. Security, Compliance Exceptions Under Pandemic 

During the COVID-19 pandemic, the rapid shift to remote work necessitated 

unprecedented adjustments in IT governance practices, particularly regarding security and 

compliance standards. Many organizations found themselves in uncharted territory, 

compelled to relax certain compliance requirements or adopt interim measures to maintain 

operational continuity.Zimmermann and Jung (2023) highlight that the urgency of 

maintaining business operations led some companies to temporarily bypass or modify their 

standard IT governance protocols. For instance, companies might have expedited the 

approval processes for new software implementations or allowed the use of unvetted 

personal devices for accessing corporate networks, actions that would have been 

unthinkable under normal circumstances. These decisions were often driven by the need to 

enable remote workforces swiftly and ensure that critical business functions could continue 

without significant disruptions. 

ISACA (2021) notes that these temporary deviations from standard practices were 

often seen as necessary compromises, but they also introduced new risks. The relaxation of 

security controls, even temporarily, increased the vulnerability of organizations to cyber 

threats. Furthermore, the use of personal devices for work purposes, while convenient, 

often meant that sensitive corporate data was being accessed and stored on devices that 

lacked adequate security protections.Another notable exception was the accelerated 

adoption of cloud services. Silva and Santos (2023) describe how organizations that had 

been slow to migrate to the cloud were suddenly compelled to do so as a means of 

supporting remote work. While this move was crucial for enabling business continuity, it 

also brought with it a host of new governance challenges, particularly concerning data 

privacy and regulatory compliance. The rapid shift to cloud services often outpaced the 

ability of organizations to fully understand and mitigate the associated risks.Duong, Bello, 

&Maurushat (2022) add that in some cases, regulatory bodies themselves provided 

temporary leniency, allowing organizations to delay certain compliance requirements or 

adopt alternative approaches to meeting them. This was particularly true in sectors like 

healthcare, where the need for rapid response to the pandemic took precedence over strict 

adherence to existing regulations. However, these exceptions were typically accompanied 
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by increased scrutiny and the expectation that organizations would implement more robust 

governance measures once the immediate crisis had passed. 

The implications of these exceptions for IT governance are significant. Perwej et al. 

(2021) suggest that while these short-term deviations helped organizations navigate the 

immediate challenges of the pandemic, they also created potential long-term risks. 

Organizations now face the task of reassessing their IT governance frameworks to address 

the vulnerabilities that were introduced during this period. This includes not only 

reinstating the security and compliance measures that were temporarily relaxed but also 

strengthening their governance structures to ensure they are better prepared for future 

crises. 

8. IT Risk Management During the Pandemic 

The COVID-19 pandemic underscored the critical importance of effective IT risk 

management as a core component of IT governance. Organizations were forced to confront 

a rapidly evolving risk landscape, characterized by increased cybersecurity threats, 

operational disruptions, and compliance challenges.Frick and Winkler (2023) argue that 

the pandemic highlighted the inadequacies of traditional risk management approaches, 

which were often too rigid to respond effectively to the dynamic and unpredictable nature 

of the crisis. In response, many organizations began to adopt more agile risk management 

strategies, emphasizing the need for continuous risk assessment and real-time decision-

making. These strategies involved not only identifying and mitigating risks but also 

proactively seeking out opportunities to strengthen organizational resilience.Hakak et al. 

(2020) provides a detailed analysis of the cyber risks that emerged during the pandemic, 

noting that the rapid shift to remote work dramatically increased the attack surface for 

cybercriminals. To address these risks, organizations had to implement new security 

controls, such as multi-factor authentication (MFA), advanced threat detection systems, 

and enhanced monitoring of remote access points. These measures were crucial for 

protecting sensitive data and maintaining the integrity of IT systems during the pandemic. 

In addition to technical controls, Duong et al. (2022) emphasize the importance of 

fostering a culture of security awareness among employees. With the rise in phishing 

attacks and other forms of social engineering, organizations needed to invest in regular 

training and awareness programs to ensure that employees could recognize and respond to 

potential threats. This cultural shift was seen as essential for enhancing the overall 

effectiveness of IT risk management efforts.ISACA (2021) also highlights the role of 

governance in coordinating risk management efforts across the organization. Effective IT 

governance structures were necessary to ensure that risk management activities were 

aligned with broader organizational objectives and that all stakeholders were engaged in 

the process. This often required updating governance frameworks to accommodate new 

risk management tools and techniques, as well as ensuring that risk management was 

integrated into decision-making processes at all levels of the organization.The experience 

of managing IT risks during the pandemic has provided valuable lessons for organizations. 

Silva and Santos (2023) suggest that one of the key takeaways is the need for greater 

flexibility in risk management practices. Organizations that were able to quickly adapt 

their risk management strategies to the changing environment were generally more 

successful in mitigating the impact of the pandemic. This has led to a growing recognition 

of the importance of building resilience into IT governance frameworks, ensuring that they 

can withstand not only the next global crisis but also the everyday challenges of an 

increasingly complex and interconnected digital world. 

9. Post-Pandemic IT Governance: Lessons Learned 

As the world begins to emerge from the pandemic, organizations are taking stock of 

the lessons learned and considering how these experiences can inform future IT 
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governance practices. The pandemic has served as a powerful reminder of the importance 

of agility, resilience, and adaptability in IT governance.Zimmermann and Jung (2023) 

argue that one of the most significant lessons of the pandemic is the need for IT 

governance frameworks that can quickly adapt to changing circumstances. This includes 

not only the ability to respond to immediate crises but also the capacity to anticipate and 

prepare for future challenges. To achieve this, organizations must prioritize continuous 

learning and improvement, regularly updating their governance practices to reflect new 

threats and opportunities.Frick and Winkler (2023) suggest that the pandemic has also 

highlighted the importance of integrating IT governance with broader business continuity 

planning. Organizations that had well-developed business continuity plans in place were 

generally better able to navigate the disruptions caused by the pandemic. Going forward, 

IT governance frameworks should be closely aligned with business continuity strategies, 

ensuring that IT risks are fully considered in organizational planning processes.ISACA 

(2021) also emphasizes the need for greater collaboration and communication in IT 

governance. The pandemic demonstrated that effective governance requires the 

involvement of all stakeholders, from IT professionals to business leaders to end-users. By 

fostering a culture of collaboration, organizations can ensure that their IT governance 

frameworks are more robust and better able to support organizational goals. 

In addition to these strategic insights, Duong et al. (2022) highlights the importance 

of investing in technology and infrastructure to support remote work. The pandemic has 

shown that remote work is not just a temporary solution but a long-term trend that will 

continue to shape the future of work. Organizations must ensure that their IT governance 

frameworks can support remote work in a secure and compliant manner, including the use 

of cloud services, collaboration tools, and mobile devices.Hakak et al. (2020) stresses the 

importance of security in IT governance. The pandemic has underscored the need for 

robust cybersecurity measures, particularly as organizations become more reliant on digital 

technologies. Moving forward, IT governance frameworks must prioritize cybersecurity, 

incorporating advanced threat detection, regular security assessments, and ongoing 

employee training to ensure that organizations are protected against evolving cyber threats. 

 

10. Conclusion 

The COVID-19 pandemic has had a profound impact on IT governance, forcing 

organizations to reassess and adapt their governance frameworks in response to new 

challenges. While the immediate focus was on maintaining business continuity and 

managing risks during the crisis, the lessons learned from this experience will have lasting 

implications for IT governance in the post-pandemic world. Organizations must continue 

to evolve their IT governance practices to reflect the new realities of remote work, 

increased cybersecurity threats, and the need for greater flexibility and resilience. By 

prioritizing continuous learning, collaboration, and security, organizations can ensure that 

their IT governance frameworks are well-equipped to navigate future disruptions and 

support long-term success. 
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